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Abstract:

Recent research has identified links between Psychopaths and the language they use (Hancock et al 2011), with media reports suggesting that such knowledge could be applied to social networks in order help Law
Enforcement Agencies expose "Psychopath killers' traits". This is the first public study to research Psychopathy in the context of social media.

This study explored the extent to which it is possible to determine Psychopathy, and other personality traits based on Twitter usage. This was performed by comparing self-assessment 'Dark Triad' (Psychopathy,
Machiavellianism, Narcissism) and 'Big Five' (Openness, Conscientiousness, Extraversion, Agreeableness, Neuroticism) personality traits with the Twitter information, usage and language of 2927 participants.

Results show that there are a number of statistically significant correlations between an individual's darker personality traits and their Twitter activity. We also identified links between users' attitudes to privacy, their
personality traits and their twitter use. We will present the improvement gains possible through the use of machine learning for personality prediction and share the models and techniques employed.

In addition to presenting our results, this talk will provide an introduction into identifying psychopathic traits using the Hare Psychopathy Checklist (PCL-R), present the technical approaches to collecting, storing and
analyzing Twitter data using Open Source technologies and discuss the current ethical, privacy and human rights concerns surrounding social media analysis, vetting and labeling.

We will conclude with two proof of concept works, the first using the visualization tool Maltego to explore how visual analysis could be used to identify potential troublemakers at events such a far right
demonstrations; the second to look at how personality traits influence response and interaction with a benign Twitter Bot.

The results highlight that in certain contexts, personality prediction through social media can perform with a reasonably high degree of accuracy.
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insight -0.001|  -0.002| -0.032 0.033| -0010| -0.032| -0.082] -0.080( -0.031] -0.028 -0.072| -0.021) -0.060f -0.066] -0.021| -0.022| -0.083f -0.079] -0.008| -0.012 0.008 0.005 -0.017| -0.070| -0.094| -0.092 0.042 0.064 0.080 0.127| -0.048| -0.031] -0.054 0025 -0.051] -0.055 -0.022| -0.016 -0.033 0018 -0.044| -0.026] -0.042] -0030f -0076] -0.014| -0.076] -0.106
cause 0.004| -0.011] -0.007 0.042 0.006 0.001] -0.035 -0.048) -0.031] 0.012| -0.003 0.000] -0.034| -0.045| -0.024 0.007| -0.047| -0.038[ -0.041] -0.036| -0.010 0.001] -0.018] -0.046] -0.042| -0.042 0.045 0.015 0.027 0.054| -0.007| -0.023[ -0.031 0.033| -0.036] -0.023 0.019 0.024 0.009]  -0.026 0.003| -0.004f -0.025 -0.006] -0.031| -0.062| -0.042| -0.036
discrep -0.053| -0.046] -0042] 0012] -0050] -0.122] -0.069] -0.087| -0.004] -0.038| -0.066] -0.063[ -0.024| -0.020] -0.064] -0.030] -0.024| -0.069] -0.015| 0.000f 0033] -0016] -0.013] -0.001) -0.094| -0.104| 0041] 0057] 0095 0164 -0.059] -0.045] -0.066| 0.014| -0060[ " =0A63] 0012] 0021] -0024] 0001 0038 0002| -0.013] -0.004] -0.059] 0.009] -0.018] -0.090
tentat -0036| -0.026| -0.007| -0.050| -0.031] -0.098| -0.088| -0.084] -0.056| -0.068| -0.084| -0059] -0.081| -0.070| -0.083| -0.067| -0.080f -0.152| -0.046] -0.052| -0.015| -0.026 0.010] -0.056f -0.078] -0.080 0.026 0.079 0.081 0090 -0102| -0069| -0071| -0.035 -0.104 -0.168' 0.020 0.047| -0.022 0.028 0.027 0.042| -0023| -0013| -0010] -0.009| -0.037| -0.085
certain -0.022| -0.001| -0.017 0.004| -0.007| -0.028] -0.068( -0.071| -0.027 0.003|  -0.056 0.011] -0.011 0.001| -0.024| -0.044] -0.064[ -0.093] -0.005 -0.015 0.029 0.022| -0002| -0.001| -0.081| -0.058 0.071 0.040 0.049 0047 -0.024| -0015| -0.022| -0.010| -0.037 -0.132| 0.031 0.020{ -0.010 0.009 0.026 0.051] -0.008 0012 -0.029| -0.038] -0.025| -0.088
inhib -0016] -0010[ -0.028] -0.005| -0.007| 0009 -0.010[ -0.023] 0.026] 0.030] -0023] 0036 -0.019] -0020] 0013| -0.015] -0.036] -0047| -0011] -0.010] -0.043] -0.004| -0.013] -0.044| -0015] -0.024] -0041] 0.000] -0.042] -0.051] -0.048| -0.048) -0.037| -0021] -0.088 -0.148] -0.039| -0.013| -0.002| -0.045 -0072| -0026] -0.031] -0.015| 0.030] -0.054] -0.017] -0.049
incl -0.031) -0.031| -0.002| -0.025 -0.023| -0.062] -0.001| -0.010 0.039] -0.027 0.008]  -0.020 0.032 0.038 0.020[ -0.021 0.032| -0.029 0.027 0.026 0.000 0.016 0.034 0.030] -0.016] -0.024 0.018 0.038 0.048 0.056 0.004| -0.008f -0.008] -0012| -0.041| -0.084] -0.015| -0.024 0.009 0.014|  -0.031 0.004| -0.054| -0.049| -0.043] -0031| -0.065| -0.043
excl -0.056| -0.047| -0.054| -0.017| -0.053] -0.148| -0.100] -0.098f -0.074] -0.063| -0.088] -0.105] -0.062| -0.043] -0.089| -0.065 -0.100f -0.132| -0.068| -0.038] -0.080] -0.033] -0.026| -0.067| -0.110f -0.111 0.085 0.067 0.084 0.139| -0.084| -0.072| -0.088 -0.006| -0.116| -0.151 0.044 0.036 0.034 0.028 0.045 0.040| -0.002| -0.018/ -0.010 0007| -0.042| -0.073
percept -0.015|  -0.017| -0.031 0.020] -0.022| -0.085| -0.020] -0.031 0.003] -0032( -0019] -0.002] -0.031] -0.036] -0.024 0.004] -0.059| -0.014 0.070] 0.051] 0.080] 0.055 0.070 0.041]  -0.089] -0.074] 0.032 0.065 0.082 0.088] -0.052| -0.049[ -0.043 0.008f -0.051| -0.050] -0.040| -0.037| -0.052 0.004] 0.001 0.022| -0.092( -0068] -0.105 -0.046| -0.089| -0.031
see -0.043| -0.044] -0049] 0023] -0035 -0085| 0038 0019 0028 -0.003] -0.015] 0.048[ -0.004| -0.009] 0027 -0003] -0.059| -0.057| 0062 0032 0040 0070] 0034 0053 -0.039| -0.033] 0023 0050 0063] 0021] -0.049] -0.027] -0.023] -0.010f -0.063] -0.094] -0.036 -0020] -0026] -0.040] 0009 0009] -0.082] -0.053] -0.068] -0073] -0.064 -0.076
hear 0.029 0.031 0.014| -0004| -0.016] -0.041) -0.079| -0.089] -0.059| -0.033] -0.050| -0.027[ -0.028| -0.041] -0.009] -0.003| -0.039] -0.010 0.024 0.029 0.023]  -0.024 0.041 0.007) -0.089| -0.078 0.034 0.060 0.032 0.057 0003 -0.008] -0.022] -0001| -0011| -0017| -0.026] -0.034] -0.048| 0006| -0.008] -0.066] -0.040] -0.032| -0.035] -0.025 -0.004] -0.041
feel 0.006 0.002| -0.021 0.002| -0.019| -0.037| -0.040[ -0.064 0.006| -0.021| -0.068] -0.022| -0.004| -0.011| -0.026 0.015 0.006| -0.020 0.022 0.006 0.024 0.015 0.033 0.015] -0.093| -0.091 0.026 0.039 0.104 0.125( -0024| -0.032| -0.039 0.026| -0.019| -0.038 0.015 0.007| -0.020 0.034 0.036 0071 -0.034] -0031| -0.064 0.024| -0.024| -0.016
bio -0.026] -0016] -0012] -0011) -0.033] -0072| -0.066] -0.067| -0.035| -0.080] -0.069] -0.089] 0023 0032 -0002] 0.028] 0026 0018] 0014] 0001 0031 0007| 0012] 0018f -0186] -0.445 0099 0.12] 040 063 0001| 0002 -0017] 0.031] -0020] -0.092] 0009| 0009| 0008 0007 0030 0031 0012 0023 -0.004] 0.027] -0.009] 0.030
body -0.021|  -0.023 0.023 0.008| -0.018) -0.062] -0077| -0.085[ -0.066| -0.049] -0.098| -0.083 0.017 0.017 0.024 0.031 0000 -0017| -0.029| -0.034] -0023] -0.001| -0.032| -0.048] -0.112| -0.113 0.063 0.075 0.108 0.126 0.006 0.001 0.002 0027| -0.035| -0.082 0.053 0.048 0.015 0.058 0.051 0.064 0.066 0.072 0.059 0.059 0.048 0.097
health 0.007 0.026 -0.004 0.000 0.010 0.001| -0.010] -0.027[ -0.010] -0.011 -0.037 0.004]  -0.005 0.006| -0.032| -0.008] -0.036 0.000 0.032 0.013|  -0.018 0.033 0.025 0.022| -0.106] -0.114 0.058 0.037 0.102 0.123| -0005| -0.006] -0.018/ -0.023| -0.042| -0013| -0032| -0011| -0.007| -0.072] -0.057| -0.064f -0.019 0.001 0013| -0.025| -0.021 0.010
sexual 0.029 0.034 0.025 0.010{ -0002| -0.010] -0.083] -0.095( -0.040] -0.096] -0.083| -0.108 0.082 0.073 0.035 0.025 0.071 0.064] 0.008] -0.024 0.049] -0.015] -0.006] -0.022) = -0.156f -0.149 0.119 0.123 0.143] 0.087 0.068 0.070 0.021 0.040 0.054 0.032 0.030 0.051| -0.006 0.023 0.032 0.040 0.051 0.076| -0.016 0.079 0.051 0.109)
ingest -0.003 0.029| -0045| -0.026| -0.015| -0.067[ -0.017| -0.024] 0.012| -0.024| -0.006| -0.014 0.034 0.041 0.025 0.031 0.049 0.019 0.012 0.006 0.030] 0.038 0.053 0.056] -0.041] -0.035 0.032 0.017 0.080] 0.107| 0.005 0009 -0.027 0031] -0013] -0.074] -0.005 -0.013| -0.001 0.032 0.027 0.017| -0.033f -0030] -0.026] -0.022| -0.030[ -0.003
relativ -0.060[ -0.074| -0.036| -0.062] -0.074| -0.058 0.088 0.078 0.054 0.045 0.063 0.039 0.019 0.027 0.011 0.038 0.008] -0.022 0.021 0.029 0.045 0.026 0.007|  -0.006 0.006) -0.006| -0.026 0.015 0.029 0083 -0.028] -0.031] -0057| -0.022| -0.039| -0.069 0.021 0.000 0011 0.028] 0.015 0018] -0.059] -0.066] -0.065| -0.039| -0.046| -0.066
motion -0.029] -0.036 0.012| -0029] -0.031| -0.051] 0.075 0.049 0.059 0.015 0.035 0.006 0.046 0.048 0.011 0.016 0.022|  -0.008, 0.055 0.060 0.061 0.044 0.024 0.037 0.000{  -0.005 0.005 0.011 0.027 0.050| -0.020[ -0.023| -0.049] -0.020f -0.048) -0.011) -0.008] -0.019| -0.029| -0.005 -0.021] -0.025| -0.060[ -0.053] -0.077| -0.029] -0.056| -0.021
space -0.036| -0.041] -0020] -0020] -0.044] -0.028] 0.053] 0.052] 0033 0018 0.037] 0050[ 0026 0039 0023 0034 0031 -0.023] -0.004f 0008 0.008] -0.014] 0005 0048 0057| 0032| -0039| -0.014| -0.017] 0.039] 0000 -0.001) -0.028]  0.005| -0.009] -0.098f 0012] -0.005] 0.000] 0023] -0016] -0.042| -0.020] -0.032] -0.024] -0.007] -0.030] -0.093
time -0.070| -0.079| -0.038] -0.048| -0.073| -0.065 0.061 0.049 0.047 0.038 0.042 0.027] -0.005| -0.008] -0.003 0025 -0.020[ -0.033 0.026 0.016 0.037 0.046/ -0.008| -0.045| -0.054| -0.051 0.025 0.047 0.080 0104 -0050] -0.054| -0.054| -0.024| -0.049| -0.080 0.041 0.027 0.034 0.044 0.061 0.068| -0.063| -0.058] -0.054| -0.043| -0.035| -0.026
work -0.009| -0.036| -0.026 0.065 0.030 0.009 0.061 0.051 0.027 0.027 0.062 0.024] -0015| -0.018] -0.024 0.013 0.023 0.025| -0.016| -0.027| -0.014) -0.001| -0.036| -0.018 0.048 0045 -0.005| -0021| -0.046| -0.002( -0.006| -0.006] -0.011] -0.008 0020 -0.033] -0.046| -0029| -0.018f -0.064| -0.044| -0.081] -0.077] -0.068f -0.067| -0.052| -0.066| -0.083
achieve -0.029| -0.034f -0.050 0.042| -0.043 0.000 0.091 0.080] 0.020] 0.089] 0.072 0.039)] 0.031 0.006|  -0.006 0.077 0.008 0.014)  -0.004 0.001)  -0.025 0.029| -0.018 0.018] 0.084 0.077 0.002f -0069] -0.081] -0.022 0025 -0.001f -0.004 0.073 0.024 0.034] -0.016] -0.003 0.006| -0.009| -0.014 0.006| -0.047( -0057| -0.015] -0.029| -0.022| -0.010
leisure 0.042 0.015 0.011 0.022 0.026 0.040 0.064] 0.059 0.010 0.016 0.019]  -0.006 0.001 0005 -0.018] -0.007 0.017 0.047 0.035 0.039 0.007 0.030 0.059 0.107] 0.033 0.020 0.004] -0.003| -0.024 0.008 0.027 0.011 0.000(  -0.009 0.030] -0.004 0001 -0.017 0.015 0.001 0.043 0.037| -0.046| -0064] -0.023| -0.052| -0.022 0.003]
home -0.034|  -0.026 0.004| -0.024| -0.008] -0.069 0.016 0.006 0.024]  -0.006 0.040  -0.002 0.038 0.032 0.020 0.006 0.001] -0.016 0.019 0.018|  -0.004 0.050 0.037] -0.017| -0.049] -0.060 0.003|  -0.034 0.032 0.087| -0.004| -0.016 0.013 0.020| -0.024 0.000f -0.031| -0.032 0.040[ -0.014| -0.036| -0.010] -0.046] -0.048 0.008| -0.016] -0.029 0.013
money 0.009 0.027|  -0.005| -0.008 0.020[ -0.016 0.075 0.083 0.037 0.020 0.023] -0.012 0.044 0.053 0.032 0.020 0.057 0.060] -0.028 -0.009] -0.077) -0.011| -0.011| -0.020 0.058 0.054| -0002| -0.030[ -0.042] -0.074 0.036 0.033 0.030 0.016 0.036 0.011]  -0.007|  -0.020 0.026| -0.028f -0013| -0.002] -0.011] -0.010 0.021 0.000{ -0.025| -0.004
relig 0032| 0027| 0001f 0002 0015 0001 -0045] -0.062] 0025 -0.019] 0017] 0011f -0018] -0023] 0013] -0.048] -0.050] 0010, -0.034| -0.009| -0.008f -0.050] -0.015] 0.005 -0.056] -0.066| 0.002| 0.022] -0.026] -0021f 0037 0024 0021] -0.006] 0028/ 0029 0024 0010 -0011] 0001 -0011) -0015| 0026 0005 0003] -0020] -0.011] -0.008
death 0.050 0.055 0.006 0.004 0.039 0.028] -0.070|  -0.091 0.014]  -0.023 0.009 0.001f -0.051] -0.033| -0.008] -0.053| -0.033] -0.015 -0.085| -0.086] -0.052 -0.031] -0.045 -0.061| -0.003| -0.031| -0.040| -0.031| -0.075] -0.082 0.021 0041 -0017| -0.032| -0.010 0.044 0.039 0.049( -0.042 0000] -0.045] -0.043 0.094 0.106 0.033 0.009 0.044 0.089)
assent 0.024 0.026 0.040 0.019 0011 -0.016f -0.067) -0.106| -0.006/ -0.051| -0.020| -0.041 0.060 0.002 0.073| -0.003 0.051| -0.045 0.016 0.003 0.018] -0.010 0.042| -0009f -0.125| -0.070 0.095 0.074 0.065 0.108 0.011 0.001 0.069 0.004| -0.006| -0.065 0.013 0.040 0.006 0.021 0.018 0.042 0.038 0.039 0.043 0.036 0.019 0.057]
nonfl -0.008] -0.010f -0.011] -0.020] -0.035| -0.023| -0.041f -0.040 0.019 0.006 0.038 0.061] 0.051 0.039 0.008] -0.027| -0.018] -0.025| -0.015| -0.012 0.017) -0.046] -0.049] -0.037] -0.041] -0.025[ -0.020 0.014|  -0.062 0.001) -0.023| -0007| -0003] -0.016/ -0.015| -0.060] -0.027| -0.014| -0.005 0.018 0.003]  -0.024 0.005| -0.006| -0.016 0.044 0.043 0.020]
filler 0.000 0.012] -0.020{ -0.019 0.034 0046 -0121f -0.108) -0.028 0.006] -0.056| -0.012| -0.024| -0.031] -0.038 0.044]  -0.013 0051 -0.066| -0.075 -0.015 0.002| -0061] -0.101) -0.127) -0.117 0.027 0.041 0.024 0.021 0.035 0032 -0.021 0.022| -0.004] -0.003 0.102 0.085 0.038 0.063 0.054 0.061 0.073] 0.071 0.031 0.038 0.076 0.076
Period 0.099 0.111 0.102 0.024 0.111 0.111] -0.013| -0.028| -0.037 0.023] -0.048/ -0.050] -0.058| -0.047| -0.039| -0.040[ -0.045] -0.022 0.018 0.002 0.003 0.038 0.032 0.039 0.009| -0.005| -0.016/ -0.030[ -0.014] -0.085 0.004 0009| -0.010] -0.076] -0.007 0.004f -0034] -0014| -0.026| -0.063[ -0028) -0.009] -0.027 0.006| -0.019] -0.068| -0.026| -0.025
Comma 0.031 0.019 0.039 0.014 0.018 0.016) -0.090( -0076] -0.084] -0.041) -0.098] -0.026] -0.109] -0.095| -0.099| -0078 -0117) -0101] -0.022[ -0.013] -0.011] -0.023] -0.005] -0.014 0.007 0.018 0.008 0.020 0.014|  -0.004 0.017 0.015|  -0.004 0.004|  -0.005 0.012 0.031 0.029 0.023 0.022 0.019]  -0.024 0.016 0.023 0.000( -0.013| -0.010{ -0.064
Colon 0069] 0092| 0010[ 0.044] 0065 0088] 0026 0039 -0.043] 0014 0009] 0024 -0019] -0021] -0023] -0.028] -0.003] 0.010]  0.052| 0039 0024 0012 0034 0090] 0016] 0018  0.064] -0.041f -0.030[ -0080] 0042 0016] -0.014] 0005 0028 0043] -0037] -0042] 0002 -0011] -0.043] -0025| -0.025| -0.033] -0.003 -0.008] 0.002] 0.003
SemiC 0.037 0.045 0.002 0.011 0.006 0.054] -0.040] -0.065[ -0.022| 0.039] -0.014] -0.059 0.014| -0.021| -0.017 0.017| -0015 -0.055f -0.020] -0.020[ -0.029] -0.011 0.004| -0.007| -0.070| -0.054 0.056| -0.022 0.023 0.027 0.033 0019 -0.010 0.003 0.014| -0.018 0.033 0.026 0.032 0.027] 0.057 0.031 0.050] 0.054 0.026 0.052 0.052 0.055
QMark -0.047|  -0.015] -0.051 0.034| -0039| -0.085| -0.048] -0.063| -0.018] -0.033| -0.060| -0.058] 0.067 0.049 0.040 0.016 0.064 0.060] -0.046| -0.032| -0.054] -0.028/ -0.023| -0.050 0.014 0.020[  -0.004 0.017| -0.019| -0.052 0.012| -0.003 0.024 0.035(  -0.003 0.001 0.037 0.020 0.006|  -0.004 0.032 0.042 0.029 0.008 0.025 0.002 0.045 0.068
Exclam <0016/ -0.036] 0025 0010] 0009] 0053] 0.050( 0.051f 0.059| 0026 0053 0087) 0.07| 008 0105 0.046] 0129] 0128 0104 0078] 0.17) 0043] 0133 0097 -0011] 0005 0022] 0013] 0018 -0.021] 0018 0020[ 0036 0043 0031 0076] -0.003] 0021| -0.058f 0027 -0.006] 0051 -0054] -0.036] -0.095| 0.026] -0.051] -0.019
Dash 0.046 0.041 0.014 0.032 0.024 0.066 0.042 0.025 0.028 0.014 0.030 0.031] -0.057| -0.061 0.006] -0.043] -0.038] -0.019 0.045 0.043 0.034 0.027 0.100 0.086] 0.048 0047| -0046] -0016| -0027| -0.425( -0.006] -0.011] -0.006] -0.012| -0.011 0020 -0.052] -0.048] -0063| -0045 -0.079| -0.120] -0.025 -0.026] -0.033] -0.009| -0.022| -0.029
Quote 0.050 0.060| -0.008 0.031 0.019 0.024| -0.055| -0.036| -0.045] -0.051f -0.064| -0.031f -0.098] -0.057| -0.068] -0.087| -0.079| -0.050| -0.020[ -0.017| -0.017| -0.032| -0.015 0.013| -0.034] -0.036] -0.004 0.039 0.005 0.013 0.057 0.046 0.027 0.032 0.028 0.011 0.020 0.011 0.016| -0.004| -0.006] -0.046] -0.035 -0.024| -0.030] -0.020| -0.029| -0.087
Apostro -0.028 0.005| -0020 -0077] -0.072| -0.087| -0.101| -0.114] -0.054] -0.056f -0.110| -0.103] -0.085| -0.082| -0.090| -0.040) -0.114| -0.113| -0.017| -0.015] 0.003] -0.013] -0010] -0.017) -0.129f -0.119 0.119 0.094] 0.135 0133 -0.088( -0.068) -0070] -0.049| -0.142f -0.149 0.012 0.011 0.001 0011 0009 -0011f -0022| -0.027| -0.021| -0.016] -0.065| -0.120
Parenth 0.003|  0020] -0.024f -0023] 0028 0069 -0037] -0.044] -0075] 0032 -0059| -0.028f -0.073] -0073] -0082] -0.057] -0.099 -0.034 -0.008] -0.020| -0.002] -0.026] 0012] 0014] -0061] -0.046] 0084 -0.013| 0054] 0.007| -0037] -0.019] -0.050] -0.058] -0.058 0‘013| 0005 -0.003] 0.029] 0038 -0.007| -0.029] -0.049[ -0024] -0021] 0.000] -0.019]  0.013
OtherP 0.051 0.047 0.027 0.071 0.049 0.050 0.046 0.064| -0.028 0.040 0.065 0.067 0.062 0.045 0.077 0.029 0.094 0.126 0.033 0.030] -0.035 0.031 0.049 0.144 0.060 0.058] -0.025 -0.052| -0.090] -0.084 0.070 0.058 0.116| -0.008 0.082 0,0GBI -0.015|  -0.028 0069 -0.018] -0.021| -0.067| 0.016] -0.007 0.110 0.006 0.033 0.011
AllPct 0.093 0.097 0.079 0.076 0.093 0.122 0.028 0.045|  -0.036 0.048 0.040 0.045 0.000| -0.011 0.022| -0.013 0.030 0.072 0.055 0.044 0.043 0.053 0.078 0.127 0.024 0.031 0.031] -0.051| -0.054| -0.109| 0.043 0.032 0.041f -0.021 0.035 0.073| -0.039|  -0.036 0.003| -0.036| -0.044| -0.050] -0.031 -0.027 0.006| -0022| -0.018] -0.013




	Talk Title : Can Twitter help expose psychopath killer’s traits

