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What’s inside?

Windows Hash Extraction
Story of What We Found
Windows Hash Extraction Mechanics

A Different Approach
Why Are All the Tools Broken?
Demo
Patches
¥ Trustwaver
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lcet'statk about
hashes!!!
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Goals of Getting Hashes

Privilege Escalation
Password Analysis
Forensics Investigations
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Windows Password Hashes

Two Types of Hashes:

LM (Lan Manager)

Old Hashing Algorithm w/ Security Flaws
Case insensitivity, Broken into 2 Components

NTLM (NT Lan Manager)

Newer Hashing Algorithm w/ Security Flaws
Not salted, but is case sensitive
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Windows Password Hashes

Two Methods to Get Hashes:
Injection via LSASS

Reads hashes from memory

Registry Reading via SAM/SYSTEM

Reads hashes from local registry hives
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Story Time...
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Failed Attempt 1

Social Engineering Engagement
Gained Physical Access
Dumped Hashes on a Bank Workstation

Failed to Crack
John the Ripper
Rainbow Tables
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Failed Attempt 2

Internal Penetration Assessment
Popped a Shell via Missing Patch
Dumped Hashes on System

Fail to Crack
Rainbow Tables (via all LM Space & French)
Pass the Hash (PTH)
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Example Hashes

Via Registry (Metasploit)
LM: 4500a2115ce8e23a99303f760babcecgb
NTLM: scobdi65ceas77e98fag2308fggbcfss

Via Injection (PwDump6)
LM: aad3b435bgiso04eeaad3bg3sbsis04ee
NTLM: sfibec2sdd42d41183dof450bfgbad6b
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Metasplmt Framework

Overview Activity Roadmap Issues Wiki Repository

Bug #4402

Hashdumn serint/nost module breaks with nasswords areater than 14

When using "run hashdump" or the post/windows/gather/hashdump
module on a Windows 2008 server with a password of larger than 14
characters,; |the hash that is returned is incorrect.
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“Our Powers Combined...”

Beers
Hacking
More Beers
¥ Trustwave:
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WherePo Hashes
Live?
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Where Do Hashes Live?

HKLM\SAM

Store security information for each user (including
hash data)

HKLM\SYSTEM

Stores the SYSKEY (“salts” the SAM information
for security purposes)
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What The Registry Looks Like

HKLM\SAM\SAM\domains\account\users\

Users: 000001F4, ..1F5, etc.

MName Type

abl (Default) REG_5Z

o REG_EINARY
ol REG_BINARY

Crowe Horwath.

Data

(value not set)

020001 00 00 000000 8&d
00 00 00 00 bc 0000 00 02

/K\Trustwave“)
SpiderLabs



What’s Inside These Values?

For each user, we have two values...
“F”—Binary Data
Last Logon, Account Expires, Password Expiry, etc.
"V"- Binary Data
Username, LM Hash Data, NT Hash Data, etc.
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A Closer Look At Raw Data

Raw Data w/ LM & NTLM Data

... 0000AAAAAAAAOOO0OBBBBBBBBO0O00O. ..

Raw Data w/ just NTLM Hash Data

...00000000BBBBBBBRBO0O0O0O0O0O0O0O0O0O0O0OO. ..
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Registry Extraction Tools

Metasploit Hashdump Script
Creddump

Samdump?2

Cain and Able

Pwdump7

FGDump 3.0

Others

Crowe Horwath. %IEHES}L&]V\@VG ‘*



Current Parsing Logic

OFFSET
LM & NTLM
NTLM
None
Trustwave:
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The “Flaw”
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Remember these?

Via Registry (Metasploit)
LM: 4500a2115ce8e23a99303f760babcecgb
NTLM: scobdi65ceas77e98fag2308fggbcfss

Via Injection (PwDump6)
LM: aad3b435bgiso04eeaad3bg3sbsis04ee
NTLM: sfibec2sdd42d41183dof450bfgbad6b
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The “Flaw”

OFFSET

LM & NTLM

NITTIL NA

[ ===

l\lr\nr\

1 ¥ W 1 1
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The “Flaw”

BAD

... 0000AAAAAAAAOO0OBBBBBBBBO0O00O. ..

...00000000BBBBBBBBOO00000O0O0O0O0O0OO0O. ..
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Root Cause?

How do we get "DATA++"7

EEsET I N

By following Microsoft best practices

Set Password History
No LM Hashes
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Raw Look at“V” Data Structure

HKEY LOCAL MACHINE\sam\sam\domains\account\users\000003ed

F REG_BINARY 0200010000000000000000000000000000000000000000001CH1R42C
OF5ACD0OL10O000000000000000A4CER4640ES5ACDOLIEDO3000001020000100200000000000002000000
000000000000000000844400

v REG_BINARY 00000000D400000002000100D40000000A00000000000000EQ000000
oAOQOOOQOOOOOOOOOECOOOOOOOOOOOOOOOOOOOO0O0OECOOOOOQOOOOOOOOQO0O0O0O00O0O00ECOOOOOOOOOOOOOO
000000Q0OECOO0D0000000000000000000ECOOQO0000000000000000000ECOQOODOODODOOOOOO0OO0O0OOQ
EC0000000000000000000000ECO0O0Q0000000000000000000ECO0O000015000000A800000004010000
0o8000000010000000C0O1000014000000000000002001000014000000000000003401000094000000
ooo0o000OCBO10000840000000000000001001480B4000000C4000000140000004400000002003000
DEDUUDDDGECD14DDQ4UUDSD]”1“‘“”“””““””““1”UDHDDDDGECH14DDFFFF1?”““‘“‘“””“”““““HGS
07000000020070000400000 .010000000000010000°
01020000000000052000000 "070F000102000000008 ?)U
0000240044000200010500000000000#4 FA000003FAD1462235F636B07E53B2BED03000001020000
ooo00005200000002002000001020000000000052000000020020000740065007300740032000000
740065007300740032000100FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFSB3EGB0L1020000
07000000010001009AC412CT7TDAL10CTBBY963DF9DFTEGBSEF401000100BOFDBB04845B3E6GB36ECE2ED
D3EC84CAD100010015F478C0DT71DY99ABS6ABE 1F0921DEOEFSC21D096BEO7202EDFST9D3I2EF31DF17
BE47CFC1B0A85D50451DBBCD73DBBYF3EB1IDC94989A51D23610F8669762EBFDSDF73B40F40B95683
5E95719E0C18D4B27CAC2754CAB07ADB18CB4C27677A5262 1BA0ASAFBBCAAI4ACIDFCDARBDOS4B9395
14CD7E8AS51840220C7E1AF65C08B65C01F "~ ""018158B4F4E2D0652C0100010030077263
BDEB345851FF5B0CCA0123BBYB5C279A:. DA : - 3B434BBCDY968264658B58D5560A2047DB
06FC11269CB26D74B1EAGCLIF2B6293F9% -alCO091EDDCOCO54E6A478B81065C4F38BC5C
FB8BB781246B8B769BCEGEOBE3ADBCO6193EF250EC43775CEBASAES58A44F87484AFED9BEOB73464DCD
A257CC67
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How often does this occur?

Newer OS’s do not store LM
Windows Vista and newer

LM can be disabled by a proactive Sysadmin
Password histories set through GPO
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In an ideal world...

We would want...

M Exists?

NTLM Exists?

Parse correct hash data 100% of the time
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Raw Look at“V” Data Structure

HFEEY LOCAL MACHINEA\zam‘\gam‘\domainshaccountiusers)000003ed

F REG BINARY 0200010000000000000000000000000000000000000000001CE1AL2C
OFSACDO10000000000000000A4CE6464AREACDOIEDAINO00010200001LA0200000000000002000000
000000000000000000844400 LM NT

V  REG BINARY 000000 R ( 004000008 ) S 00EDDOOO0D
0A00000000000000E cnDﬂﬂnnnnnnuDnﬂudﬂEﬁhEﬂiRuuDﬂnunnﬂnuunnﬂuhﬁﬁﬂh 0000000000000
00000000ECO000000000000000000000ECO000000000000000000000ECO000000000000000000000
EC0000000000000000000000ECO000000000000000000000ECO0000015000000A800000004010000
08000000010000000C01000014000000000000002001000004000000000000003401000094000000
00000000CE01000084000000000000000100148084000000C4000000140000004400000002003000
0200000002C014004400050 L33A4888808080220000000002C01400FFFF 1 EG8838408a000000008
070000000200700004000000 | |\ HAS|+»=;,nmﬂnunmnnunmumm NT HASH DATA
0102000000000005200000 0 EEI— B0 70F000102000000000 CEEu. o1
nﬂnuz4nu£4ﬂnnzDnﬂ10500unnnnnunﬁaﬁiﬁhnnnus—ani45223 F636807E5382BED03000001020000
00000005200000002002000001020000000000052000000020020000740065007300740032000000
T40065007300740032000100FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFASEIEGA01020000
07000000010001009AC412C7DAL0CT 8896 3DFIDFTEGBSEF401000100B0FD8B04B45B3E6836ECH2ED
DIECE4CANL100010015F478C0DT1D99ABS56ABE1F092 IDEOEFOC21D096BEQT202EDF579D32EF31DF17
SE47CFCL1B0A85D504510D8ECDT3DBAOF3IER1DCO94989A51D23610FA669762EBFDSDFT3B40F40BY95683
SEQ5719E0C18D4B2TCACZTS4CAR0TADR LBCBAC2TETTAS 262 IBAOASAFEBACAAS4ACIDFCDABNS4B0395
14CD7E8AS1840220C7ELIAFE5C0865C01T  V1B1584F4E2D0652C0100010030077263
ADEB345851FF5B0ccA0123EE0B5c279ad  DATA++  §43488CD96B26465885805560A204708
06FC11269CH26D74B1EASCIF2B6293F 900 svewwenlC091EDDCOCOS4ERAATRA1065C4AF3BCSC
FEABT81246B887698CEGE0AEIADBCOGL93EFZ50EC437 75CAASAESSBAL4AFET484AEDIBEORT 3464DCD
AZ57CCET
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A Different Approach

"V hash 4 byte headers for LM & NTLN

ox4 (4 bytes) = Hash Not Present (false)
ox14 (20 bytes) = Hash Present (true)

No more guessing!
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A Different Approach

RSET I A

MENTLM - If LM exists? && NTLM.exists?
TV S

None -
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A Different Approach

BAD LOGIC
... 0000AAAAAAAAOOOOBBBBBBBBO0O0O0O. ..

...00000000BBBBBBBBOO0000O0OO0O0O0O0OO0. ..

GOOD LOGIC o
... 0000AAAAAAAAOOOOUBBBBBBBBO0O00O. ..

...00000000BBBBBBBRE0O0O0000000O000O0O. ..
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Why-are-all the
tools broken?
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Who's Patient Zero?

pwdump
samdump2
Cain & Able Creddump
Fgdump 3.0 Metasploit Pwdumpy
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Tool Timeline

FGDump
V. 3.0
Pwdumpv. 1
Cain & Abel Creddump Pwdump7
V. 2.7.4 V. 0.1 V.7.1
Samdump2 MSE
Samdump2 V.1.1.1 Hashdump
V.1.0.1
3/24/1997 3/28/o4 7/9/o5 11/21/07 12/30/09 11/9/11
2/20/08 3/10/10
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Take Away

Reverse engineering is hard
Exhaustive testing is time consuming

Leveraging code is helpful
Fully reusing code is not always good

Open source let’s others learn and help fix!
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Demonstration
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Patches!!!!
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Patches

Affected Tools Patched?
Creddump Yes
Metasploit’'s Hashdump Script Yes
LOphtcrack Working with Author(s)
Pwdump?7 Working with Author(s)
FGDump 3.0 Working with Author(s)
Samdump2 Fixedinv 1.1.1
Cain & Abel Working with Author(s)
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Questions?
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