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HI, THIS 15

YOUR SON'S SCHOOL.
WERE HAVING SOME
COMPUTER TROUBLE.

Target: http://www.target.com/index.asp?id=123

[T Keyword:  Auto Detect [ Syntax:  Auto Detect
DataBase:

PostData: |

" @ = B ®m % &
About Infa Tahles Read Files Crnd Shel Q

s Find Admin

Havij - Advanced SQL Injection Tool

Version 1.14 Pro
Cracked by:
zo Soul Zero

http://ITSecTeam.com
http://forum.Itsecteam.com
info@itsecteam.com Check for update
Data Bases:

MsSQL with error

MsSQL no error ‘=’ ‘
MsSQL Blind =
MsSQL time based

* Status: I'mIDLE

OH, DEAR — DID HE
BREAK SOMETHING?

MD5

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;—— 7

~ OH.YES UTTLE
BOBBY TABLES,
WE CALL HIM.

Automatic SQL

takeover tool

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND T HOPE
~- YOUVE LEARNED
L TOSANMZE YOUR
DATABASE INPUTS,

injection ond database
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* 97% of data breach cases worldwide involve SQL injection
attacks somewhere down the line.

* On average the cost of data breach response and
remediation is between $194 - $222 per record.

« As of July 9", privacyrights.org cites 330 breaches in 2012
effecting 18.6 million records.
(datalossdb.org reports much higher at 723 breaches thus far)
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‘ $ | Historical response is costly

- Analyze the logs

=4 Determine what was exfiltrated from reviewing those
= |0gs.

’g— Typically running SQL commands against SQL server

- . - 4

Only going to get costlier

\
7
\
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Target ww.target.com/index.

- = A
Keyword Syntax A . Tt
DataBase:  [Auto Detect Method:

v| Twe: [Auto Detect v/
Post Data ]

|

® &
Load Save

1‘9

Find Admin Settings

Havij - Advanced SQL Injection Tool

Version 1.14 Pro
\ Cracked by:

M Soul Zero

http://ITSecTeam.com

http://forum.ltsecteam.com

info@itsecteam.com Check for upd:

Data Bases:

MsSQL with error

MsSQL no error

MsSQL Blind

MsSQL time based

MsAccess

MsAccess Blind

Status: I'm IDLE
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SQLRelnjector

ey CYWINDOWS' system32' cmd.exe

Microsoft Windows [Uersion 5.2.37901
(C> Copyright 1985-2083 Microsoft Corp.

C:\Documents and Settings\Administrator>c:\python27\python.exe "C:\Documents and
Settings\Administrator\Desktop\sglReinjector.py"

No input log passed
usage: sglReinjector.py [—h] [-i INLOG] [—d DBFILE]l [—w WEBSITE]l [—3j] [-c]l

[-k KNOUNGOOD]1 [—-e COOKIE]

Replay an SQL injection attack from logs

optional arguments:
—h, —help show this help message and exit

—i INLOG, ——inLog INLOG
Input appache log file parse

—d DBFILE, ——dbFile DBFILE
Database log file to write out to

—w WEBSITE, ——website WEBSITE
Website to »un against. Form of http://hostname

-J- —havijParser Parse the returned data to reassemble Havij output
—c¢, ——conmpareloGood Compare the returned data to a known good webpage to
further automate identification of SQLi returned data
—k KNOUWNGOOD, ——knownGood KNOWNGOOD
Known good webpage to compare to

—e COOKIE, ——cookie COOKIE
cookie

C:\Documents and Settings\Administrator>

N A ¥
BEF * £on
* 4
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Demo Time
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github.com/strozfriedberg
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Over 270 employees in 11 U.S. and 1 U.K. Offices

Seattle

+
Minneapolis

Francisc Chicago
Washington, D.C.

+
DEIESS

London
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