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•  A Quantitative Analysis of the Insecurity 
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•  Killing the Myth of Cisco IOS Diversity: 
Towards Reliable Large-Scale Exploitation 
of Cisco IOS.                   [USENIX WOOT 11] 

•  Defending Legacy Embedded Systems with 
Software Symbiotes.                       [RAID11] 

•  From Prey to Hunter: Transforming 
Legacy Embedded Devices Into 
Exploitation Sensor Grids.        [ACSAC11] 

 

7.27.2012	
   Defcon	
  20	
  



W h o  a m  

I 
W h a t  d o  I  

D O 

5th Year Ph.D. Candidate 
Intrusion Detection Systems Lab 

Columbia University 

Co-Founder and CEO 
Red Balloon Security Inc. 
www.redballoonsecurity.com 

Past Embedded Tinkerings: 
 

•  Interrupt-Hijack Cisco IOS Rootkit 
•  HP LaserJet Printer Rootkit 

 

7.27.2012	
   Defcon	
  20	
  



Interrupt-Hijack Shellcode 
[blackhat USA 2011] 
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HP-RFU Vulnerability 
HP LaserJet 2550 Rootkit 

[28c3] 

Firewall

Network Printer

Attacker

Server

1. Reverse Proxy
Printer -> Attacker

2. Reverse Proxy
Printer -> Victim

3. Attacker -> Server 
Via Reverse Proxy

4. Win: Reverse Shell
Server -> Kitteh
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Demos 
•  Packer/Repacker for Cisco IOS, HP-RFU 
•  Automagic Binary Analysis 
•  IDA-Pro Integration 
•  Entropy-related Analysis 
•  Automated IOS/RFU Rootkit Injection 
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FRAK is still WIP. For Early Access 
 

Contact 
Frak-request@redballoonsecurity.com 
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