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PAST PUBLICATIONS:

WHAT DO | + PERVASIVE INSECURITY OF EMBEDDED NETWORK

« A QUANTITATIVE ANALYSIS OF THE INSECURITY
OF EMBEDDED NETWORK DEVICES. [ACSAC10]

«  KILLING THE MYTH OF CISCO [IOS DIVERSITY:
TOWARDS RELIABLE LARGE-SCALE EXPLOITATION
OF CiIsco I10S. [USENIX WOOT 11]

« DEFENDING LEGACY EMBEDDED SYSTEMS WITH
SOFTWARE SYMBIOTES. [RAID11]

«  FROM PREY TO HUNTER: TRANSFORMING

LEGACY EMBEDDED DEVICES INTO
EXPLOITATION SENSOR GRIDS. [ACSACI11]
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INTERRUPT-HIJACK SHELLCODE
[BLACKHAT USA 2011]

» 2ND-STAGE: EXCEPTION HIJACK AND [OMEM SNOOPING

* THE (MIPS) ERET, OR
EXCEPTION-RETURN IS AN

ARCHITECTURE
ISR #1 ISR #2 ISR #3 ... || ISR #N INVARIANT

* ISR ENTRY POINT IS A
l l BINARY INVARIANT,

TYPICALLY FOUND AT
0x600080180, ETC

2nd-stage shellcode: init « CAN JUST HIJACK ENTRY
Load Code o e
Iochmth?ecrket EE)> | Execute Code  USE ERET LOCATIONS IN
Exfiltrate Data 5‘;,{?1‘3‘5”“ 108
2nd-stage shellcode: exit
l INTERRUPT-HIJACK SHELLCODE FREES US FROM THE

TYRANNIES OF THE WATCHDOG TIMER.

| erelii}

PERPETUAL, STEALTHY EXECUTION!
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HP-RFU VULNERABILITY
HP LASERJET 2550 ROOTKIT

[28C3]

Attacker

4. Win: Reverse Shell
Server -> Kitteh

1. Reverse Proxy

Printer -> Attacker .
Firewall

‘ 2. Reverse Proxy
Printer -> Victim

.’ -

Server

Network Printer

3. Attacker -> Server
Via Reverse Proxy
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WORKFLOW

[XYZ EMBEDDED {OFFENSE| DEFENSE}]
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UNPACKING PROCESS:
o FOR EACH DE{CRIPT,COMPRESS} FOR EACH
&) E'\> "RECORD' oD "UNPACKED RECORD'
PARSE WS RECORD RECORD RECORD DIGITALLY s FILESYSTEM EXTRACTION
é PACKAGE ENCRYPTED? COMPRESSED? CHECKSUMMED? SIGNED? %
— MANIFEST Z
o) KNOWN ALGORITHM OR PROPRIETARY ALGORITHM? KNOWN FORMAT OR PROPRIETARY FORMAT? 3
& 2
< 8z
Z

2 £
= =%
o FOR EACH %

"UNPACKED 7
N RE-(CRIPT,COMPRESS}, RECALCULATE CHECKSUM, ETC e &
e 3 RE-PACK MODIFIED IN FIRMWARE <
< RECORD RECORD RECORD D ORD FILE SYSTEM z
Z ENCRYPTED? COMPRESSED? CHECKSUMMED? S <:| <:

IGNED?
c"d KNOWN FORMAT OR PROPRIETARY FORMAT?
KNOWN ALGORITHM OR PROPRIETARY ALGORITHM?
RE-PACKING PROCESS [
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UNPACKING PROCESS:
oy FOR EACH DE{CRIPT,COMPRESS} FOR EACH
&) E'\> "RECORD' oD "UNPACKED RECORD'
PARSE IS RECORD RECORD RECORD DIGITALLY 0 FILESYSTEM EXTRACTION

; PACKAGE ENCRYPTED? COMPRESSED? CHECKSUMMED? SoNED? z

—_ MANIFEST Z

a5 KNOWN ALGORITHM OR PROPRIETARY ALGORITHM? KNOWN FORMAT OR PROPRIETARY FORMAT? 3

& 2

< 8z

Z

2 s

= =2

= FOR EACH Z
"UNPACKED i~

. RE-{CRIPT,COMPRESS}, RECALCULATE CHECKSUM, ETC RSN =

e RE-PACK MODIFIED IN FIRMWARE <

REPACK RECORD
RECORD RECORD RECORD FILE SYSTEM

<Z< ALL BINARY <:| ENCRYPTED? COMPRESSED? CHECKSUMMED? DiGHALLY <:| <): z

< RECORDS ,

o) KNOWN FORMAT OR PROPRIETARY FORMAT?

KNOWN ALGORITHM OR PROPRIETARY ALGORITHM?
RE-PACKING PROCESS [
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UNPACKING PROCESS:
23] FOR EACH DE{CRIPT,COMPRESS} FOR EACH
&) "RECORD' "UNPACKED RECORD'
RECORD IN FIRMWARE FILES B
PARSE IN FIRMWARE RECORD RECORD RECORD DIGITALLY ILESYSTEM EXTRACTION
é PACKAGE ENCRYPTED? COMPRESSED? CHECKSUMMED? SIGNED? %
— MANIFEST =
25 KNOWN ALGORITHM OR PROPRIETARY ALGORITHM? KNOWN FORMAT OR PROPRIETARY FORMAT? 3
& 2
< gz
Z
2 s
z %
l: FOR EACH %
"UNPACKED =
. RE-{CRIPT,COMPRESS), RECALCULATE CHECKSUM, ETC REGORDL E
RE- RE-PACK MODIFIED IN FIRMWARE =
Eé GENERATE REPACK RECORD RECORD RECORD LECORD FILE SYSTEM z
Z <|: PACKAGE Qj ALL BINARY <:| ENCRYPTED? COMPRESSED? CHECKSUMMED? SIGNED? <:| <):
"RECORDS" ‘
& MANIFEST KNOWN FORMAT OR PROPRIETARY FORMAT?
KNOWN ALGORITHM OR PROPRIETARY ALGORITHM?
RE-PACKING PROCESS [
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IRMWARE EVERSE NALYSIS ONSOLE

[BETTER LIVING THROUGH SOFTWARE ENGINEERING]



FIRMWARE UNPACKING

ENGINE

FIRMWARE MODIFICATION

ENGINE

PROGRAMMATIC API
7272012  ACCESS

IRMWARE EVERSE NALYSIS

FIRMWARE ANALYSIS

ENGINE

FIRMWARE REPACKING

ENGINE

INTERACTIVE CONSOLE
Dgfcon 20 ACCESS

ONSOLE



IRMWARE EVERSE NALYSIS ONSOLE
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IRMWARE EVERSE NALYSIS ONSOLE

UNPACK, ANALYZE, MODIFY, REPACK: CISCO [OS

test_img = "..//test-data/cisco-i05/Cc7200-a3jk9s5-mz,124-25d.bin"

fmObj = FirmwareObject(fName=test_img)

fmObj . registerUnpacker(FrakUnpackerFactory.givelnpacker("cisco-ios-unpacker"))
fmObj .unpack()

childObj = fmObj.getFirmwareObj("/1")
child0bj.registerUnpacker(FraklUnpackerFactory.givelnpacker/(
chi1ld0bj .unpack()

generic-unzip-unpacker"))

meat = fmObj.getFirmwareObj('/1/0")

meat.registerModifier(FrakModifierFactory.giveModifier('cisco-ios-showversion-modifier'))
meat.modify()

ivePacker("pkzip-packer"))
childObj .pack()

fmObj .registerPai r(FrakPackerFactory.givePacker("cisco-ios-packer"))
result = fmObj.pz ([

print "tada!”




PAYLOAD
DEVELOPEMENT

PAYLOAD TESTING

PAYLOAD DESIGN

STARE @ BINARY
BLOB

THIS PART

REASONS WHY ANG STAYS
HOME ON FRIDAY NIGHT

THANKS FRAK!



DEMOS

PACKER/REPACKER FOR CISCO 10§, HP-RFU
AUTOMAGIC BINARY ANALYSIS

IDA-PRO INTEGRATION

ENTROPY-RELATED ANALYSIS

AUTOMATED 1OS/RFU ROOTKIT INJECTION



FRAK KONSOLE

FrakCon v0.1
Fane Name: unpack Fane Name: help
Obj: / FName: 1jp2055dn_mac_2010 rfu Size: Ox7900ad Children:
|___0Obj: /0 FHName: 0 : 4 Children: Entropy: 5.0
|___0Obj: /1 FHame: 1 S Bx5 Entrop
|___0Obj: /1/0 FName: ©
|___0Obj: /171 FName:
| 0bj: £1/2

2 Entropy: 6.942316

Available Commands

- unpacker_add | ua
- help

7.857631 ? - firmware_ana

- unpac i
- firmware_import

m

| fa | analyz
| ur
| fi | import
| fu
| fx | export

FName :
FName:
FName :

Obj:
Obj:
|:[tlj .
Obj:
Obj:
Obj:
Obj:
Obj:

Tfbe9 Children
Bed Children:
Children:
Children:
Children:
Children:
Children:
Children:

lame

lame

r.

r'

r'
Name: - modifier_remove | mr
Name: toggle_debug | db

r.
r.
r.

lame

F
F
F
F
F
F
F

0bj: lame Children: -

0bj: lame Children: - | f1

0bj: 10 FName: 1d Children: - pl [
0bj: ‘11 FName 42 Children: = | as

12
Zals
‘14

Obj:
Obj:
Obj:
Obj:
Obj:
Obj:
Obj:
|:|tlj .
|:|tlj .

@d Children:

5 Children:
Children:
'15 Children:
'16 Children:

F
F =
F - packer_z pa
F c -
F
FNz 6
‘17 FName: 17 S : e Children:
F < .
F
F
F
F

y | fm | modify
| fs
| ml

= f1raware_pack | fp | pack
- modifier_add | ma
- Cclear

‘18 1ff3 Children:
= 211 Children:

2290 Children:

c Children:

|:|tlj . -

Obj: / 2 22 Size: 0x24f0 Children: 0x = | vb
|__0Obj: /1/3 FName: 73f Children: 0x@ 7o | ul
|___0Obj: /1/4 FName: 0x44 Children: 0x0 Entropy: 3.212319 ? - | al

le_auto_analys | auto

e —

Last Cmd: h Last Status: command not found



FRAK IS STILL WIP. FOR EARLY ACCESS

CONTACT

FRAK-REQUEST@REDBALLOONSECURITY.COM






