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Disclaimer

The views In this talk are the
authors’ and don't reflect
the official policy or position
of the United States Military
Academy, Samford
University, the Department
of the Army,the Department
of Defense, or the

United States Government.




We don' t Want to Ilve in a pohce state

http://mww.nationalguard.mil/news/archives/2008/09/images/090808-secuirty_forces-full.jpg



Meditation on the Law

Driving the Speed Limit on the
Atlanta Perimeter

http://www.youtube.com/watch?v=1B-Ox0ZmVIU



Three Points

1. Networked technologies have the
potential to automate enforcement of the
law.

2. Reckless and pervasive automation can
have disastrous and unintended
conseguences.

3. This audience Is in a unigue position to
defend society and appropriately confront
law enforcement systems.



Automated Law Enforcement

Any computer-based system that uses input from
unattended sensors to algorithmically determine that
a crime has been or is about to be committed then
takes some responsive action, such as to warn the
subject or inform the appropriate law enforcement
agency.

Additionally, these systems will be capable of
automatically imposing some form of punishment.
Our proposed conceptualization of automated law
enforcement is based on a model that is subject to
automation at various points.






The Precursors are in Place



Increased Proliferation of Sensors

http://www.technologyreview.com/communications/37380/?mod=MagOur



Increased Diversity and
Sensitivity of Sensors

State Police Pull Over CT Medical Patient for
Tripping Radioactivity Detector

http://www.ctpost.com/default/article/Radioactive-man-Milford-resident-pulled-over-by-3549631.php#photo-2920568



Compulsory Sensing
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US Senate Passes Bill Requiring All New Cars in
America to Come Equipped with a Black-box by 2015

http://venturebeat.com/2012/04/19/black-boxes-for-cars/
http://en.wikipedia.org/wiki/File:Head_On_Collision.jpg



Mobile Sensors

Honeywell T-Hawk

“Intended to provide the
dismounted soldier with
Reconnaissance,
Surveillance, and Target
Acquisition (RSTA) and laser
designation. Total system
weight, which includes the air
vehicle, a control device, and
ground support equipment is
less than 51 pounds (23 kg)
and is back-packable in two
custom MOLLE-type carriers.”

http://en.wikipedia.org/wiki/File:Class1Soldiers2.jpg
http://en.wikipedia.org/wiki/Honeywell_RQ-16_T-Hawk
http://www.wsvn.com/news/articles/local/21003198189967/



3 Billion+ Mobile Devices

veri on :B%nep@.ans

Happiest place on earth,
meet the most magical app.

Guide Map

All Attractions

Mobile é“Magic

Magic at your fingertips.

& Find your favorite characters
with GPS-enabled maps

* Access attraction wait times
and FASTPASS® return times
for the Park you're in

Enjoy Premium Verizon features
like behind the scenes video,
games, and more

Disney Mobile Magic App, the official Disney Parks App on Verizon.

by




Connected Cars

OnStar



Instrumented Communities
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Washington DC Area Traffic Cameras

http://app.ddot.dc.gov/services_dsf/traffic_cameras/map_10.asp



We are Losing Control of our Technology
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So when | get into a car—a computer that | put my
body into—with my hearing aid*—a computer | put
Inside my body—I want to know that these
technologies are not designed to keep secrets from
me, or to prevent me from terminating processes on
them that work against my interests.

- Cory Doctorow

t of context. Mr. Doctorow was http://boingboing.net/2012/01/10/lockdown. html
ng ai me poi

* Note that this quote is taken a bl w
€ d at some point in the future. http://www.youtube.com/watch?v=HUEVRyemKSg

it ou
speculating that he may require a heari



Facial Recognition

http://www.engr.du.edu/mmahoor/pictures/facial_feature.JPG
See also "Faces of Facebook: Privacy in the Age of Augmented Reality," Alessandro Acquisti, Ralph Gross, and Fred Stutzman. BlackHat USA, 2011.



Crowdsourced ldentification

Identify the rioters

Help identify the people behind the Vancouver riots on Wednesday, June 15th

Can you identify the (alleged) rioter or looter in this photo?

1 Like 3 11570 likes. Sign Up to see what your friends like.

This site does not make accusations - Cnce an alleged rioter is positively identified by multiple people, the riot picture 1s sent to the Vancouver Police Department, along
with the name of the identified individual. Remember you can always tip the VPD directly too by sending an email to robbery@vpd.ca!

POLICE LINE DO NOT CROSS POLICE LINE DO NOT CROSS POLICE LINE DO NOT CROSS

Vancouver Riots

www.identifyrioters.com



Improved Algorithms

Cordon: 32 Vehicle Tracking Across 4 Lanes

http://www.peakgainsystems.com/en/cordon.html
http://www.engadget.com/2011/10/31/cordon-multi-target-photo-radar-system-leaves-no-car-untagged-v
http://tech.slashdot.ora/story/11/10/31/1846223/multi-target-photo-radar-system-to-make-speeding-riskier



Crowdsourced Crime Detection
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youx s e, year according to the Centre for Retail Research. Intemet
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3,016 people like Intemet Eyes.

Internet Eyes - “Detecting Crime as It Happens”

Click here to discover more about becoming a

http://interneteyes.co.uk/



Tech Transfer

Miami-Dade Police Department's Drones Ready to Fly

http://www.wsvn.com/news/articles/local/21003198189967/
http://www.nbcmiami.com/news/local/Miami-Dade-Police-Departments-Drones-Ready-To-Fly-137434223.html



Augmented Reality

View share: ON

Google's Project Glass: One Day...

http://www.youtube.com/watch?v=9c6W4CCU9IM4
http://www.wsvn.com/news/articles/local/21003198189967/
http://www.nbcmiami.com/news/local/Miami-Dade-Police-Departments-Drones-Ready-To-Fly-137434223.html



Conversion of Analog
Systems to Digital

http://imww.bobspropshop.com/img/2015.jpg



Increased Analytics

4

Wide Area Motion Imagery (WAMI)

See also Persistent Stare Exploitation and Analysis System (PerSEAS)

http://defense-update.com/features/2010/july/persistent_wide_area_surveillance_04072010.html
http://www.kmimediagroup.com/mgt-home/345-gif-2011-volume-9-issue-6-september/4656-wide-area-intelligence.htmi
Reid Porter, Andrew Fraser, and Don Hush. “Wide-Area Motion Imagery.” IEEE Signal Processing Magazine, September 2010



Increased Linkages

'| virtual gift with




National Identity Registries

India Launches Universal ID System with Biometrics

http://www.economist.com/node/21542814

http://www.homeoffice.gov.uk/media-centre/news/database-destruction

http://singularityhub.com/2010/09/13/india-launches-universal-id-system-with-biometrics/
hhttp://upload.wikimedia.org/wikipedia/commons/thumb/5/59/Rajagopal_speaking_to_25,000_people,_Janadesh_2007,_India.jpg/452px-Rajagopal_speaking_to_25,000_people,_Janadesh_2007,_India.jpg



Location Tracking

Live GPS Tracking

SPARRS o Spark Nano GPS Tracker
. | = Live real-time reporting

* 5 day battery life

* SMS f e-mail alerts

Small GPS Logger
The Flash GPS Reporter

= 90-Day Swappable, Rechargeable Battery

s Most Storage with Over 240,0000
locations recorded

+ Speed Notification Reports

= Works with Google Earth

http://www.lightninggps.com/



Predictive Policing Is on the Rise

3

California Police Praise Predictive Policing

http://www.officer.com/video/10604045/california-police-praise-predictive-policing
See also Samuel Greengard's “Policing the Future” in the March 2012 Communications of the ACM
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http://www.jonathanrosenbaum.com/wp-content/uploads/2011/05/minority-report.jpg



Lots of Interested Parties

Federal, State, and Local Law Enforcement Insurance Companies

http://en.wikipedia.org/wiki/Oregon_State_Police
http://www.coolgadgetconcept.com/coolest-police-badge/
http://en.wikipedia.org/wiki/File:BIA_Police_Officer_Badge.jpg

* Note that we aren't stating that these specific entities are necessarily
interested in Automated Law Enforcement, but in general we argue such
types of entities are.



Well Intentioned Officials
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Well Intentioned Law Enforcement...

Bureau of Justice Assistance

FBI‘edel'al Bureau of Investigation

Communities Against Terrorism
Potential Indicators of Terrorist Activities
Related to Internet Café

What Should I Consider Suspicious?

People Who:

*  Are overly concerned aboul privacy, attempls to shield the screen [rom view of
wthers
Always pay cash or use credit card(s) in different namels)

Apparenily use tradecraft: lookout, blocker ar someone (o disiract employees
At nervous or suspicious behavior inconsistent with activities
Are observed switching STM cards in cell phane or use of multiple cell phones

Travel illogical distance to use Internet Café

Activities on Computer indicate:

Evidence of a residential based internzt provider (signs on 1o Comeast, AOL,
ete.)

Use of anonymizers, portals, orother means 1o shield IP address

Suspicious orcoded writings, use of code word sheets, cryptic ledgers, elc.
Encryption or use of software 1o hide encrypled data in digital photos, etc.

Suspicious communications using VOIP or communicating through a PC game

Use Computers to:

Download content of extre mefradical nature with violent themes

Gather information about valnerable infrastructure or obtain photos, maps or
diagrams of transportation, sporting venues, or populated locations

Purchase chemicals, acids, hydrogen peroxide, acetone, fertilizer, etc.

Download or transfer files with“how-t0” content such as:
- Content of extreme/radical nature with violent themes
- Anarchist Cookboak, e xplosives or weapons information
- Mil actics, equipment manuals, chemical or bialogical information
- Terroristrevolutionary literature
- Preoceupation with press cov
- Defensive tactics, police or g

ge of terorist atlacks

government information
- Information about timers, electronics, or remole transmitlers / receivers

It is important to remember that just because someone s speech,
actions, beliefs, appearance, or way of different; it does not
mean that he or she is suspicious.

Joint Regional Intelligence Center (JRIC)
wWww.jric.org
(888) 705-JRIC (5742) mention “Tripwire”

What Should I D

Be part of the solution.
v Gather information about individuals

without drawing attention to yourself

v Identify hicense plates, vehicle
description, names used, languages
spoken, ethnicity, ete.

¥ Donot collect metadata, content, or
search electronic communications of
individuals

v Do not do additional logging of on-
line activity or monitor
communications

v If something seems wrong, notify
law enforcement authorities.

Do not jeopardize your safety or the
safety of others.

Preventing terrorism is a community effort.
By learning what to look for, you can make a
positive contribution in the fight against
terrorism. The partnership between the
community and law enforcement is
essential to the success of anti-terrorism
efforts.

Some of the activities, taken individually,
could be innocent and must be examined by
law enforcement professionals in a larger
context to determine whether there is a basis
to investigate. The activities outlined on this
handout are by no means

all-inclusive but have been compiled from a
review of terrorist events over several years.

Suspicious Activities

“*Overly concerned abou
privacy”

“Always pays cash”

“Use of anonymizers... to
shield IP address”

“Uses encryption”

“Downloads information
about electronics”

http://yro.slashdot.org/story/12/02/02/1719221/do-you-like-online-privacy-you-may-be-a-terrorist



“Strict Enforcement” Business
Models Exist




Quotas Exist

What's New Benefits

. Contract Employment
. PBA in the News Political Action
- PBA Press Releases Outside Links

PATROLMEN'S BENEVOLENT ASSOCIATION ./ PRAEERERONSE  PhotoGallery

From Pat Lynch Offers & Discounts
General Counsel In Memoriam
Widows & Children’s Fund Contact Us

To All Delegates and Members

August 25, 2011

This is to remind all PBA members that any threat of retaliation for failure to perform a specific numbers of police actions
(summonses, stop and frisks, arrests etc.) within a specified time period is a violation of the quota law and a grievable
offense. We encourage all of our members who experience the threat of retaliation or punishment to file an immediate
grievance with the PBA. The attached form was developed to expedite the grievance process in these cases.

Fraternally,

Patrick J. Lynch
President

August 25, 2011 - This is to remind all PBA members that any threat of retaliation for
failure to perform a specific numbers of police actions (summonses, stop and frisks,
arrests etc.) within a specified time period is a violation of the quota law and a
grievable offense. We encourage all of our members who experience the threat of
retaliation or punishment to file an immediate grievance with the PBA. The attached
form was developed to expedite the grievance process in these cases.

http://www.nycpba.org/archive/tadam/11/110825-quota-form.html



Bait Cars

http://www.trutv.com/video/bait-car/one-last-phone-call.html



and Other Types of Bait...

http://en.wikipedia.org/wiki/File:8.0995_Pattaya.jpg



And lllegal Enforcement...

And 'ol Charlies workin' out
real good down at the corner
store where the red light is.
He sees them out-of-state
plates two blocks away.
Whey they get right on top of
that green light, ol' Charlie
pushes that secret button
underneath the corner drug
store counter. And that
yellow light only lasts for a
tenth of a second.

- Hoyt Axton (Speed Trap)




Some Regimes May Take Enforcement
to a Whole Other Level
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Citizens Who Want a Free Lunch...

ERT(Y B |J!.'|rrr.rn MD J I Rl -.I.
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pick Up Your Vendor Expo Lunch
Vouchers Here!

hare ) ir tnformation

AccelOps Core Security Novell

Altor Networks CoreTrace Qualys

Bit9 LogRhythm SAINT

' : e , Corporation
Breaking Point  NitroSecurity

: _ Solera Networks
Lenzic Norman Data

Defense VMWare, Inc.




Social Media

i

http://www.nytimes.com/2006/01/08/education/edlife/facebooks.html



http://mww.kylestoneman.com/out/cake/IMG_1700.jpg



Successful Prototypes

Bus Lane Enforcement
Red Light Enforcement
Speed Limit Enforcement
Stop Sign Enforcement
Congestion Charge

HOV Lane

Rallroad Crossings

llegal Parking

llegal Turns

http://en.wikipedia.org/wiki/Traffic_enforcement_camera
http://en.wikipedia.org/wiki/File:Red-light-camera-springfield-ohio.jpg



The Inadequacy of Law

Sniffer Dogs
Florida v. Harris

http://www.scotusblog.com/case-files/florida-v-harris/

F I o rtl d av. \] ard INes http://en.wikipedia.org/wiki/File:Border_detection_dog.jpg

http://mww.scotusblog.com/case-files/cases/florida-v-jardines/



So Where is all the Heading?

« Enabling technologies

« Ubiquitous sensors

« Promiscuous data sharing

« Security and financial incentives
« Well intentioned law enforcement
« Complacent citizenry

« Law lagging technology

« Successful prototypes




So How Does the Law Work?
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Punishment Feedback Loop

http://en.wikipedia.org/wiki/File:Chapeltown_Stocks.jpg



Punishment Capabilities

Citation/Points

Notice Warning Embarrassment / Fine Arrest |Prosecution| Confinement Execution
6
Signs & "Flash" when
websites camera Listingon a Red Light
Currently . . g g Ankle bracelets
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Implemented for house arrest
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Current could
- . L i
Capability not v v v v disable v ethally-armed
yet and drag robots
Implemented crime
suspects
More
sophisticated
p. More advanced
Networked |location control
Future Sensor-DB better lethally-armed
. v v v v v . robots that
Capability Prosecution| enforcement of ]
. L might even be
Algorithms | restraining
autonomous

orders, for

instance




Notice

s Virginia :
¢ g Click here to see other free \"\/DDT
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http://www.511virginia.org/



Notice

INTERSECTION
SAFETY SIGNAL
WARNING NOTICE

This is only a warning notice, Please toke notice
as the registered awner(s) of the yvebiele deseribed
anel pietred Betetn, that the driver did not stop for
the ved traffic signal ol the plade, date and tinse
specifiod. Therefore, as thie registerad owniers(s) you
wre linble fora violation of Maryland State law (S5
21-2020H3), Maryland liw imposes a civil penalty
I the amolnt of $75,00, shich, noenully most be
phid by the datd <hown on this natice.  No points
are asessed ngumsd the regisiersd owner(s) driving
record sad this visdation i not reported to; Motor
Vehicle Admimistations nor @y insurance
sompanies. Therefore, your insuranee rates ane not
affected by this violation

You owe nothing for this warning. However,
nsrially i vou fl o either remil paymint or
contest youwr liability by the date shown, then you
would be deemed 1o have admirted lability and
would b subjeet toan additional monetiry penalty
of $23 and a defiul judgement may be entered
agninst von,  In oddition, failure 10 mke timely
etion may result i e refushl o suspeision of the
moter vehicle regismation,

This notice serves as o warning only, Do not pay
the amount shown helow,

1 | ueanonor yeuares
epn | U | e |

At TR tam,
L 000 hialvi-
HGT F\.-'Iul?d
N " L geetlly thar 1 im w duly walhcefzoil eeaplisgo ol tlie
A Public Safery Progrmm of the Mesagnery Cuosny Wl s | havs |aypeosd tiie
Montgomery County Depariment of Palive retonded images of 'h‘,"“‘f""‘“‘ “'_"'”_‘I- hich s
Aiermrats] Erlarcement Linkt g_ﬂn:;:"l;;‘mmlm LA L SRR 0
Ety o ugan
S gy, el Clieck e My Giader Pyl REMITTANCE ADVICE - RETURN WITH FAYMENT
Epstion of Fisod, Manigencry Consty
g s i s O VIOLATION NUMBER & DATE FINE AMOUNT
Wi Red Light-TosSite-Disk - NOT EVID-24 NOW DUE
NAME & ADDIRERS OFRECHISRFERER OWNER OF VEHICLE 1130148 S!I.UH

AMOUNTBUE
AFTER /1008
S0.00

Montgomery County, Maryland
Intersection Safety Signal Warning Notice

http://atms.montgomerycountymd.gov/redlight/warning2.jpg
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Embarrassment

Department of 3
:ﬁ £ tho gOV“J_ Rehabll‘latlon and Gm‘rectlom‘. ﬁ sear(h
- (91/: - i R - c) N

[No Menu 1n51de the Offénder Search ]
' |

Ohio Department of Rehabilitation and Correction Offender Search Results

<< Search Page Page 1 of 100

Results for: Last Name begins with SMITH, No Record Limit

Next 10 >

Photo * Name Number DOB Status Offenses

' SMITH I INCARCERATED DRUG TRAFFICKING
i SMITH I INCARCERATED AGG ASSAULT, BURGLARY

"
H SMITH I APA SUPERVISION DISCHARGE FIREARM AT HA

t SMITH II INCARCERATED ARSON, INTIMIDATE VICTIM
- :

ﬂ SAATTH 1T TNC ARCFR ATFTY PASS NF NRTICS

Ohio Department of Rehabilitation and Correction
Offender Search Database

http://www.drc.ohio.gov/offendersearch/search.aspx



Citation / Points / Fine
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VIOLATION NOTICT:
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conanen yeise [ahilisy by (he
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nit

1214 P AT

R ST oy SR
Howard County, Maryland, Traffic Camera Fine

http://www.photocop.com/images/trafcam.jpg



Arrest

TASER and iRobot are Collaborating on a TASER-Shooting Robot

htto://www.aizmaa.com/ao/7565/picture/35523/



Prosecution

public bool ConfigureSnapshots

{
get { return configureSnapshots; }
set
{
configureSnapshots = value;
snhapshotsLabel .Visible = value;
shapshotResolutionsCombo.Visible = value;
}
}

/// <summary>

/// Provides configured video device.

/// </summary>

//7/

/// <remarks><para>The property provides configured video device if user confirmed
/// the dialog using "OK"™ button. If user canceled the dialog, the property is
/// set to <see langword="null"/>.</para></remarks>

//7/
public VideoCaptureDevice VideoDevice
{
get { return videoDevice; }
}

Source Code from iSpy Camera Security Project

http://ispysoftware.svn.sourceforge.net/viewvc/ispysoftware/iSpyApplication/VideoSource.cs?revision=343&content-type=text%2Fplain



Confinement

The New Generation Il Alcohol and Marijuana Sensing House Arrest Ankle
Bracelet With Active GPS Is Now Available for only $3.00 per day!

http://www.housearrestbracelet.com/



Confinement

The New Generation Il Alcohol and Marijuana Sensing House Arrest Ankle
Bracelet With Active GPS Is Now Available for only $3.00 per day!

Electronic Monitoring Just Got Better!

http://www.housearrestbracelet.com/



Execution

http://robocoparchive.com/old/lobby5.JPG






Law Enforcement

Subject Agency Judicial System
e Safer more secure e Safer more secure e Safer more
society society secure society

eCreating infrastructure
for abuse
eSecurity of ALE systems

" e Community financial e Potential
S incentives efficiency gains
% e Reduced Bias eincreased and more
Z effective enforcement
<
e Potential efficiency gains
® False positives ® False positives ® False positives
o Chilling effect el oss of discretion ePotential overload
» |®Societal harm el ost jobs
S, |e“Perfect” enforcement |eLess compliant populace
£ |eMisidentification eLoss of “professional
& courtesy”
© |eEnforcement of minor eSensor data as legal
'(Dﬁ infractions defense

Advantages and Disadvantages



More Secure Soclety

http://en.wikipedia.org/wiki/File:Flughafenkontrolle.jpg



More Secure Soclety

http://en.wikipedia.org/wiki/File:Security_spikes_1.jpg



Safer Society

=13
CAREFUL
THE BEST SAFETY
DEVICE IS A CAREFUL

WORKER, GET THE
SAFETY HABIT




Increased Efficiency

http://www.barnesandnoble.com/w/stepping-stones-to-police-efficiency-wa-gayer/1102723835



Financial Incentives

'"POLICING

e )" m—

PROFIT

The Abuse of Civil Asset Forfeiture

by Marian R. Williams, Ph.D.
Jefferson E. Holcomb, Ph.D.
Temislav V. Kovandzie, Ph.D.
Scott Bullock

http://www.ij.org/policing-for-profit-the-abuse-of-civil-asset-forfeiture



Reduce Bias

Respect the badge

He earned it with his blood

Fear the gun

Your sentence may be death because

hﬁi}% | am THE LAW!
e You won't f**k around no more

| am THE LAW!

| judge the rich, | judge the poor
| am THE LAW!

Commit a crime, I'll lock the door
| am THE LAW!

Because in Mega-City

| am THE LAW!

- Anthrax (Judge Dredd / | am the Law)

http://en.wikipedia.org/wiki/File:2000AD168.jpg
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Protection from Abuse

Dallas set to pay $1M for two Separate Police Abuse Cases

http://cityhallblog.dallasnews.com/2012/06/dallas-set-to-pay-1m-for-two-separate-police-abuse-cases.html/



Increased Opportunity for Abuse

mz;wwmg
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 AMERICA UNDER COMMUNISM!
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McCarthy-era Propaganda Comic Book

http://en.wikipedia.org/wiki/McCarthyism



Increased Opportunity for Abuse

http://www.fugly.com/media/IMAGES/Funny/speed_trap_ahead.jpg



False Positives

Please put down your weapon,
you have 20 seconds to
comply...

<puts down weapon>

You now have 15 seconds to
comply

| am now authorized to use
physical force

Dick, | am very disappointed...
Sir, I'm sure its only a glitch...

http://www.youtube.com/watch?v=A919wxGFl4k



False Negatives
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http://mashable.com/2007/05/31/top-15-google-street-view-sightings/#view_as_one_page-gallery_box1783



Misidentification

Terror List Snag Nearly
Grounded Ted Kennedy

“If they have that kind of
difficulty with a member of
Congress, how in the
world are average
Americans, who are
getting caught up in this
thing, how are they going
to be treated fairly and
not have their rights
abused?”

- Senator Ted Kennedy

http://sansalvador.usembassy.gov/tedkennedy 500x500_articulo.jpg
http://www.usatoday.com/news/washington/2004-08-19-kennedy-list_x.htm



Sociletal Harm

Gtosnik
- Lampki sygnalizacyjne

 Dzwignia
Podajnik pokarmu

“Siatka z mozliwoscig
wigczenia pradu

http://commons.wikimedia.org/wiki/File:Skrzyl_Skinl.jpg



Chilling Effects
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http://filipspagnoli.files.wordpress.com/2009/01/free-speech2.jpg



ess Compliant Populace

http://www.state.gov/cms_images/2008_riot_aftermath4_600.jpg



Loss of Human Discretion




Equal and Fair Enforcement of Law

have any idea how
., BLACK you were

——

Driving While Black

http://thecafebelle.com/forum/topics/dont-black-and-drive-in-texas
http://www.aclu.org/racial-justice/driving-while-black-racial-profiling-our-nations-highways



Risk of Unproportional Response

TEXAS SPEED TRAP

One of the reasons why you don't mess with Texas.

http://de-motivational-posters.com/images/texas-speed-trap-one-of-the-reasons-why-you-don-39-t-mess-with-texas.jpg



Equal and Fair Enforcement of Law

Cocaine

http://en.wikipedia.org/wiki/Cocaine
http://en.wikipedia.org/wiki/Crack_cocaine



Perfect Enforcement of the Law

No Jaywalking



oclal Control

http://en.wikipedia.org/wiki/Social_control
http://en.wikipedia.org/wiki/File:Summerfairesign.JPG



Loss of Power
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Montgomery County Maryland Police “Photographed
Speeding Past Camera with Extended Middle Finger”

http://thecafebelle.com/forum/topics/dont-black-and-drive-in-texas
http://mww.theblaze.com/stories/police-stop-batman-for-improper-car-tags/
http://mww.aclu.org/racial-justice/driving-while-black-racial-profiling-our-nations-highways



Lost Jobs

A

€VOLENT ASSOCIATION

What's New Benefits
Contrast Emplaymant Alcohol Counseling Unit
PBA in the News Political Action ili - | Complaint Procedure
PBA Press Releases Outside Links o E J e | HR-218 Amendment
PBA Publications  Photo Gallery : o LOD Prescription Program
PBA in the Community Offers & Discounts Traffic € 5 = Pension Tax Info
From Pat Lynch World Trade Center Radio & ! o Health /Safety Violation Form
General Counsel In Memoriam Pril_'l% b/ | : : Pension Seminar
Widows & Children's Fund Contact Us = e P FMLA — Amendments

http://www.nycpba.org/index-flash.html



Overflowing the System

http://ga.water.usgs.gov/flood/flooding-sept09/images/miscellaneous/vickery-creek-dam-high.jpg



Case Studies

http://fen.wikipedia.org/wiki/File:Hwy_11_Ontario_Winter.JPG



Driving Case Study

Speeding
Windshield wipers without lights in rain
Foglights without fog
algorithmic specifications for laws
built in time constraints, warning periods, higher limits?
driving the speed limit will get you run off the road in most major metropolitan areas
license plate identification
emergency override?

remote disable by police?, on star, manufacturer, change programming of engine chip, corvette with key to
disable 4 of eight cylinders

requirement to broadcast laws? (like marking w/speed zones, school zones with signs, “speed zone ahead”
security vulnerabilities in ALE systems, failure modes, possibilities for misuse
ignorance of law is no excuse
internal sensors (limited knowledge of local laws? centrally fed? updated? validated?
external sensors (like a speed camera) may have localize knowledge?
law DB, updates? validated how?
what legal loopholes/defenses will emerge
for some areas technology isn't ready to enforce laws, but in some areas it is
rental cars (you don’t own it, therefore you rights are less)
road use tolls (in news)
role of easy pass like systems
role of onstar

Case Law / Legal Defenses
Legal defenses against ALE systems (look to radar guns, red light cameras, speed cameras)
Calibration
Radar vs GPS tracking device http://www.csmonitor.com/USA/2009/0911/p02s01-usgn.html



Windshield Wiper Before
Headlights

http://commons.wikimedia.org/wiki/File:W.Va._TURNPIKE_-_THE_ROAD_HOME_%287-05-06%29%3DDURING_THE_RAIN_AND_FOG.jpg



Mainstream Media
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The Strip by Brian McFadden 27 May 2012
https://www.nytimes.com/slideshow/2012/01/08/opinion/sunday/the-strip.html#1



Questions Necessary to Confront
Automated Law Enforcement

Method of Implementation

Control

Discretion

Perfection of Enforcement

Legal Integration of Algorithms
Preemptive / Post Hoc Enforcement
System Error / Malfunction
Administrative Burden

Procedural Safeguards

The Social Cost of Automation






Analysis



Procedural Safeguards

Due Process

Privacy

~reedom of Expression
The Necessity Defense
‘ransparency




Countermeasures

http://www.freerepublic.com/focus/f-chat/2749860/posts



Countermeasures

Countermeasures: Proactive Self-
Defense Against Ubiquitous
E Surveillance

Lisa Shay and Greg Conti
West Point

re .conti@usma.edu

For more see our HOPE 9 talk

Detect
Monitor
Bypass
Shield
Exploit sampling rate
Scattering
Disable
Destroy
Jam

Spoof
Camouflage
DOS

and more...



Competing Sensors

GPS Defense Against Radar

http://www.csmonitor.com/USA/2009/0911/p02s01-usgn.html
http://www.petaluma360.com/article/20091105/COMMUNITY/911059998?p=1&tc=pg#
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Emerging Brain Computer Interfaces

See...

« Brain-Computer Interfaces - Dennis McFarland and Jonathan Wolpaw.
“Brain-Computer Interfaces for Communication and Control.”
Communications of the ACM, May 2011, Vol. 54, No. 5, pp.60-66.

 Feed by M. T. Anderson
My Second Implant by Estragon, 2600, Summer 2010

http://en.wikipedia.org/wiki/File:MouseBCl.jpg



The OODA Loop Applies

Observe Orient Decide Act
Implicit Implicit
Guidance uidance

& Control
Unfolding & Control

Circumstances\ *
~—" . Feed

( Obsenvations |——m

~_____—~"Forward
_ »
Outside ‘k

Action

(Test)

Decision
(Hypothesis)

Information
Unfolding
Unfoldin Interaction
ng Feedback With
Interaction .
: Feedback Environment
With |
Feedback

Environment John Boyd's OODA Loop

http://en.wikipedia.org/wiki/File:OODA.Boyd.svg



Law Resistant Systems

e Please Iinclude a manual override



Security of ALE Systems

Vulnerabilities in Car Electronics
CALEA wiretap infrastructure abuses

http://www.forbes.com/2010/02/03/hackers-
networking-equipment-technology-security-

cisco.ntml (probably should cite Tom’s BH talk
iInstead)

Whit Diffie, Susan Landau
http://queue.acm.org/detail.cfm?id=1613130



Research Agenda

* Metrics to Assess Risk/Benefit
e Design for Transparency
e Design for Accountability



This isn't Going to Happen Overnight
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Cuyahoga River Fire

http://celebrating200years.noaa.gov/events/earthday/cuyahoga_fire650.jpg



Be Careful What You Build

http://commons.wikimedia.org/wiki/File:Boris_Karloff_as_The_Monster_in_Bride_of_Frankenstein_film_trailer.jpg



Three Points (redux)

1. Networked technologies have the
potential to automate enforcement of the
law.

2. Reckless and pervasive automation can
have disastrous and unintended
conseguences.

3. This audience Is in a unigue position to
defend society and appropriately confront
law enforcement systems.



For More Information...

Lisa Shay, Dominic Larkin, John Nelson, and Gregory Conti. "A
Framework for Analysis of Quotidian Exposure in an Instrumented
World." IEEE International Carnahan Conference on Security
Technology, October 2012. (accepted, to be published)

Lisa Shay and Greg Conti. "Countermeasures: Proactive Self-Defense
Against Ubiquitous Surveillance.” HOPE 9, July 2012.

Lisa Shay, Woodrow Hartzog, John Nelson, Dominic Larkin and Gregory
Conti. "Confronting Automated Law Enforcement.” We Robot, April
2012.

Greg Conti. "Our Instrumented Lives: Sensors, Sensors, Everywhere."
DEFCON 18, July 2010.

We'd also like to thank John Nelson and
Dominic Larkin for their support of this work.
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Questions?

http://www.lobsterhelp.com/images/cookinglobster5.jpg
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